ORISEA COMPUTER APPLICATION CENTHE

Tachnical Directoraia of |, 7. Deparfinent, Governmeid of Oissz

e S
Our Rel.No OCAC-TE-1/2010- HCRY  pate 4y -0/-2011

Fram

Sub:

Ref:

Sir,

Shri Manoy kumar Pattanik, OAS-1{18)
Gerneral Manager (Admin,)

The Under Socretary,
Deptt. of 11,
Guovl, of Orissa

CERT-In Security Guidelines received from Govt. of India

i Letler No, DCAC-TE-1/2010-751, dated 21-03-11
Your Lelter Mo, 173017, daled 05-07-11 and No, 433/L7T, dated 05-02-11

In inwiting & reference Lo the  subjecl ciied-above, [ am directed to draw
8 reforence to the Lettet DO Mo, 2{5)-2010-CERT-Tn, daled 8-06-11  received
from DG, CERT-In, MCIT, GOI, Mew Delhi indicaling therein the summary of web
sita defacements  far the months of March & April, 2011 indicating the atlack
brends, methodolagies, vulnerahilities, suggested counter measures and he
guidalinas  recommending  best  practices o be  (ollowed by systemns
aodministrators / web site administrators elc. W secure the web applicalions and
web servers . availabde in Lhe guidelines page of CERT-1In website. Web Sorver
Securiby Guidelines, Securing II5 7.0 Web Server Guidelines, Guidelines far
Auditing and Logging ete. |5 available in the following URL.

Pthpe v cerl-in.org. inds2e MalnServiel?pageid=GUIDLNYIEW D]

The said letler mdy kindly be communicaled Lo all Departmenls and
Organisabions in the domain of the State Govt. to Tollow the besl praclices Tor
securing the web applications and web servers, remain wvigilanl about signs of
such attacks and share the said informabion and exdperience wilh OCAC & CERT-

In, take appropriate measires far prolecting  Lheir systerm & nelwork, and also

OCAC BUILDIIG, PLOT NO. H-1/7-D, ACHARYA VIHAR, RRL POST OFFICE, BHUBANESWAR-TS1013 (INDIA)
EPBX ; +91-074-2306078 52000282 | 2066200 2508084, Fas R 5142502043, e-mall : contazi@ocsc.in, Websile @ winvccac.in



{;,{1 s GOVERNMENT OF ORISSA
DEPARTMENT OF INFORMATION TECHNOLOGY

& F ok

Mo 740 AT Bhubaneswar  /Zv¢" 63 - fy
IT-\1-31/2011(Pt.) Dated N

Fram
Shri Tuladhar Bhoi, QF5-1 (J8)
AFA-cum-Under Secretary to Government

—

To. =~
Thea General Manager (Admn.)
Orissa Computer Application Centre (OCAC),
Bhubaneswar

Sub-  CERT-In Security Guidelines received from the Government of India

Sir,
) S efl
In enclosing a copy of the D.O. lelter NG.Z{E}FED11-CERT-|Hﬁ3FDngWIth its
enclosures received from the Director General, MCIT, DIT. Government of India on

the above subject, | am directed to reguest you to please take appropriate follow up

A
( #
\ action under intimation to this Department

I,Z?;

ours faithfully,

C“ ¥
yL luﬁ SRS
e e [ .
e = A0
[.Q ; AFA-cum-Under iSetyetary 1o Government
-
-4
%" -
& 8
ans)” —-"lﬁﬁu
o i -
2
R :

=Y Leimrmr- 253
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3.3 Details of Mass Defaced IPs during March 2011

| : L —
| = . | M,
P IZP Name Defacer Q5 | WebSaerver lEF: of
MNa, Localion | .
o ik e | Sites
i 21635117432 | CYBERCON HEXRBOGTIR linux | Apache CA 503
o TURBKEY : : G |'
S:65.91 e sl plis ol f st 5 A L
2 173:235.65:99 THTEIHET TealMiplisol Links | Aaonche u 145
el B e s — - DT e || e
’ ! THER AT . . |
3| A7m12292.189 | il 192370k 1 Lnug | Apache | us 28
[ | S L i DS e ot [

Tabla 3:-Mass Defaced

4. Defacement oy Networks

4.4 West Yarasiod Metworks

I has been ohiserved that most (98%) of Indian websitas defaced were hostad outside
. India

1% |

wiA Eih O malhers

Figuire & Delaced websile hosting Counin-wiss
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G. Suggesied Countermensures g

«  Apply appropriate updates/patches at the 05 and agplication lavel ragularly.

= Validate and senitize il user inpui, and present error messages that raveal Littie
or no useful information to the vser to prevant S0 injsctionr attacks

) r_nab 2 and maintain logs of different davices and servars and malntain tho same
for all ihe .{-}'.-'E.E'h-“. x

i ["[;nr'il I*I ruditing for web apgication & configuration sellings of web servar
poripdicaliy , :

o Percdically check the weh ssrver cirecteries for any I]Id|IL.f"';.l'LI"|':I LYW e
ghe!l fles and remaove as and when noticed.

o Llse an appleation firewal® o contrals input, output, ‘31dwrmcedst the web
anatication.

Install o geod antivicus and hean it omdated and renming.

CTha Tollawdng CERT I'1 H?-L'lllt futiclelings vy bed refarrad

B \WWeb Server Security 'f,uL delines
ht HN u‘.-'_iI;‘_’t— i
inorpindE2oh @ inSene Fpaasid=GUIDLNWIT x-,'l"lzﬂcr-:-r““rl—"—'m idaling ClEG-
A004-02

i ¥,

# Socuring 18 17.0 ".r" 20 Server Guidalines

Nt el

.0 |1*Ec.-;iai-ﬁen-'l-at?:::z‘::neic'--fi;lIl'Jl.T\'WIF"MTIPF refoodesGuides SI500L-
2010-01 '

fauide linzs for Auciling and Logging
It fasnoy cort-

ir‘.C-’-:|.I|1.'-..¢Lf1-].-.-. nsory] ‘det aid= G0N HE"-“'.MEEA CeodasGuitsling Gl
2008-01

ok

Coopaalt e

= Pace ¥ of &



Lo track detect and mitigate these oyber allocks. The Departments may be
odvized fo gel their web sites scourity-gudiled by autherized auditors empanciled
with Govt. of India for the said purpose. If requircd, CERT In may be contacted

lor necessary sdvice and guidance.

The securly related circulars, guidelines, documents ele, shall be made
available on  the Govt web site (v orissa.govin) as well as DCAC web site

{www.ocac.in)

This is for kind information and necessary action,

Yours Faithlully,

_!E-ra-»-t 1

General Mangﬁgr {Admin.)

Encl @ As alove
C.C: 1. 510, MIC, Bhubaneswar for kind informatiaon and necessary acton.
2. Directar, STPI Tor kind infarmation and necessary actian.
3. Difeclor, O=S0 Tar Tavour of information and necessary aclion.
\/\ﬁs. saralhi Mallick, 558, OCAC, placed al TT Centre, Secretardal (To
upload the security related documents or provide related links to LT
Dept. page of Govt. web silke immediately after confirming the same
from officials of CERT-In}

5. Mrs. 5. Mohanty, S5E, OCAC (To upload the security related
documents or provide relaled inks Lo OCAC web sile immediakely)
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“':: C{EéT I Indian Compuoter Emergency Responce Teaw (CERT-in}
i e T e j ': : -in Electromics Niketan, 6, C.G.0O. Complex, New Delhi-110003
""'1'";1"._'“_':"' e Tel. : 24368544, Fax : 24366806  F-mail : graii@mit.gov.in

' . 8.06.2011

-,

Dear Shri Gupta,

CERT-In is tracking defacement of Indian websites on regular basis. A total of 981 &
1526 Indian websites were defaced by varicus defacers during the month of March & April 2011
respectively. Similarly 217 & 244 number of websites have been compromised and links to
malicious websites were planted on these sites during corresponding months. Summary of
website defacements depicting domain-wise and network-wise break-up of the websites defaced,
top defacers and vulnerabilities which are largely exploited is attached,

In view of growing attacks on websites, you are requested to advise websnte
administrators to follow best practices to secure web applications and web servers
The following CERT-In security quidelines may be referred:
el 2ot UL 0
#» Web Server Security Guidelines
hitp:/feeww cert-in.org.infs2cMainSenvlet?pageid= OU]DLNUJEWGE&refcude Guideline  CISG-
2004-04
» Securing 115 /7.0 Web Server Guidelines
http/hwoaew cert-in.org.inds2cMainServlet 7pageid=GUIDOLNVIEWD2 &refcode=Guides C15Gu-
2010-01
# Guidelines for Auditing and Logging
hitp./iwww.cert-in.org.in/s2cMainServiet Ppageid=GUIDLNVIEWDZ2 &refcode=Guideline  CISG-

2008-01

With regards,
Yours-mincerely,

Encl: As above
(Gulshan Rai)

Shri Debendra Nath Gupta, IAS

Comm,. & Secretary IT,

Information Technology Deptt.

Ornissa Computer Application Centre Building,
Jayadev Vihar, Bhubaneswar-751001, Orissa
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CERT-In Defacements Summary April 2011

1. Introduction

This report summarizes Indian website defacements during April 2011. In all 1528 Indian
websites were defaced during the month of April 2011 against 981 defacements in
March 2011.

1

2. Distribution of defaced domains
The defaced domains include;
* Top level domains TLDs {.com, .net, .org, .edu .biz and .info) and

» Country code top level domain — ccTEDs (.co.in, .netin, .gov.in, .org.in, .nic.in,
ac.in, .edu.in and .res,in), L
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Figure 2: Distnbution of Defaced Domains (coTLDs)
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CERT-In Defacements Summary April 2011

1. Introduction

This report summarizes Indian website defacements during April 2011. In all 1526 Indian
websites were defaced during the month of April 2011 against 981 defacements in
March 2011.

2. Distribution of defaced domains
The defaced domains include;
» Top level domains TLDs {.com, .net, .org, .edu .biz and .info) and

» Country code top level domain — ccTkDs (.co.in, .netin, .gov.in, .org.in, .nic.in,
.ac.in, .edu.in and .res.in). iR
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Figura 1 Distrizuhion of Detacad Domains (TLDs)
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CERT-In Defacements Summary April 2011

2.1 Percentage Distribution of defaced domains

_In the month of April 2011 a total of 1526 Indian websites were defaced. Out of
theses 76% websites were on .in domain and 19% websites were on .com domain.
Figure 3 shows the percentage disiribution of defaced site in top level domains (TLDs).

¥
.

A2 m.com |

H .o

M et
ey
Ll

|.n

W othors

Figure 3. % Distribution of Defaced Bomains (TLEOS)

Figura 4 shows percentage distribution of .in domain {ccTLDs) websitas. Dut of the 1164
defaced websites, 69% were in I domain, 24% in .co.in and 1% in .gov.in domains.

| _an
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Figure 4: % Distributon of Defaced Domains (ceTLDs)
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3. Hacker wise Defacements

3.1 Top Defacers (TLOs)

Table {1 shows Top Defacers (TLD) wise in April 2011

SNo| Attacker Name Number of
' . websites
1 | PakH3X0r 109
2 | 1923Turk a2
3 TeaM HITMAN HaCkEr 25
5 |C37HUN i i
6 | Hidden Pain 16
F iskarpitx _11; 3
| 8 DEATH KNG =B
2! INMOCGEMNT HACKE!R;_ i
10 |MrPaPaRosse . | 7

Tabla 1;___?np Defaciers-TLD Wise

2.2 Top Defacers (ccTLDs)

Table 2 shows Top Defacers {cchDj wise in April 2011,

- Number of
S.No Attacker Name wihsites
1. [1g23Tuk 183
2 | iskorpitx 138
3 : HEXBDOT3R 53
5 | IslamiC GhostS Teal 66
6 ZCompany Hacking 55
|| Crow e
7 | DEATH KING 43
| & PakH3x0r 47
|+ 8 TealM HITMAMN HaClkEr 33
I_ 10 | alex_owners 25

Table 2: Top Defacers coTLD wisa

Papge 5of §
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3.3 Details of Mass Defaced IPs during April 2011

e ISH No. |
IP ISP Name Defacer a5 WebServer T F.'rf 'I
s i1y N = Sites
. i Metwark 1 . f
66.96.205.133 | Operations 1923Turk Linux Apache Us 76
| Centar ) |
65.88.11.154 FortressITX | HEXBOOT3R | Linux | Apache | us 72
174.132.224 210 | ThePlanst PakH3X0r 2"’;"&”3 Iseo s 4 70
| glamic :
206.212.241.34 COLOSTORE GhostS TeaM Linux Apache.- & LJS | B4
75.126.141.28 | SoftLayer coompsy A VAN | ygies L) g i 50

Hacking Crew ! 2003 !

Tahle 3; Mass Defaced [Ps '-.5::

4. Defacement by Networks

4.1 Most Targeted Networks

It has been ohserved that mast {93%‘6}’6f1ndiaﬁ websites defaced were hosted oulside
Indlia. b g o o

wUs @ oCA @mGH mathers

Figure 5. Defaced websila hosting country-wise
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5. Attack Trends
5.1 Attack Methodologies

Attack methodologies which are generally used to deface a website are:

» Attacks against the administratorfuser (password stealing/ sniffing)
= Shared mis-canfigurations

s File Inclusion

= SO Injeclion

= Web shell uploading

= Access credentials through Man in the Middle attack

» FTP Server Intrusion

= Web Server Intrusion

» DNS attack through cache poisoning

« Remote administrative panel access through brute forcing
« 55H server Intrusion c ¢
» RPC Server intrusion

= Telnet Server intrusion

5.2 Vulnerabilities
The Vulnerabilities which are largely exploited for the defacements

« 50L injection vulnerability in the -Mai'a-n Media Silver (com_maianmeadia)
component for Joomlat (CVE-2010-4733) 7

» SQL injection vulnerability in the JExtensions JE Auto (com_jeauto) componeant
for Joomla! {C_:_\.fE-me-:‘r?EU}

« Multiple cross-site scripting (XSS) vulnerahilities in the Back End in Joomla!
(CVE-2010-2535)

= Cross-site scripting (%55) vulnerability in Microsoft SharePaint Server 2007
(CVE-2010-0817)

= 50U injection vulnerability in the Yannick Gaultier sh4043EF component for
- Joomlal (CWVE-2010-4404)

»  NMultiple Vulnerabilities in Microsoft products : Windows Server 2008, 2003 &
Windows Vista (CIAD-2010-0064)

» Microsoft Internet Information Services(lIS) Authentication Memaory Corruption
Arbitrary Code Execution Vulnerability (CIVN-2010-153)

»  Apache 'mod_isapi' Memory Corruption Vulnerability (CIVN-2010-70)

« Apache HTTP Server Request Header Information disclosure Vulnerability
(CIWVM-2010-71)

FPage 7ot 8



CERT-In Defacements Summary April 2011

6. Suggested Countermeasures

» Apply appropriate updates/patches at the OS and application level regularly.

» Validate and sanitize all user input, and present error messages that reveal little
or no useful information to the user to prevent SQL injection attacks. :

» Enable and maintain logs of different devices and servers and maintain the same
far all the levels.

=« Conduct auditing for web application & configuration settings of web server
periodically. 3

» Periodically check the web server directories for any malmmusfunknown web
shell files and remove as and when noficed. - g

= Use an application firewall to controls input, ﬂutput andmraccess to the web
application, :

» [nstall a good antivirus and keep it updated and running.

* The following CERT-In security guia:fe_'[inl:_l.s rhay be referred ¢

»  Web Server Security Gudelmes : i

'

http:/fwww cert

in.ary. ;m’sEcMmnisewlet'?n-aqem CUIDLN‘-III:‘-NU?&fefcode Guideline C‘q[:u-
2004-04 ;

Securing 115 /7.0 .Web Server Guidelines

http:fiwww.cert- |

in.org. |nfsszalr'IServlet?Daqmd -GUIDLNWVIEWO2&refcode=Guides  ClSGu-
2010-01 ) e

GLndeImes for Auditing and Logging

hitp: ffwwvie.cert-
in.org.in/s2cMainServiet?pageid=GUIDLNVIEW02&refcode=Guideline CISG-
2008-01

Page 8 of 8
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1. Introduction

This repert summarizes Indian website defacements during March 2011, In all 981
Indian websites were defaced during the monlh of March 2011 against 1012
defacements in February 2011,

2. Distribution of defaced domains ¥

The defacod domains include:

o lop level domatns TLDs (oo, net, o, cedo sz and into) s
e oty codle lop level domain — colL2s Coodn, Jnelin, aodin, argin, i,

arsin, ediin and res.in), -
! |
6o
S0 ]
i)

[ 240

AN v Codn o

Sin Latdn athers

Figurs 2 Listrbubon of Defaced Domains (ool L0s)
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2.1 Percentage Disiribution of defaced domains

I the month of March 2011 a total of 981 Indian websites wers defaced. Cutof
theses 52% websites were on .in domain and 40% websites were on .com domain,
Figure 3 shows the percentage distribution of defaced site in top level damains (TLDs),

e
M.00E
A ed
& |

Aathers

Figiire A0 % Dhistnbuation of Defaced Doovens {T1.02)

Figure 4 shows percentage distribution of in domain (ccTLDs) websiles, Out of the 508
defaced websitas, 60% were in .in domaip, 30% in .co.in and 1% in .gov.in domains.
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Figure 4. % Distrivution of Defaced Domains (ceTLDE)
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2.1 Percentage Disiribution of defaced domains

In the month of March 2011 a total of 281 Indian websites wers defaced. Cut of
theses 52% websiles were an .in domain and 40% websites were on .com domain,
Figure 3 shows the percentage distribution of defaced site in top level damains (TLDs).
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Fighira 30 S Distnbalion of Defaced Domanms {110z}

Figure 4 shows percentage distribution of .in domain (ceTLDs) websiles, Oul of the 508
defaced websites, 60% were in .in domaip, 30% in co.in and 1% in .gov.in domains.
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3. Hacker wise Defacements
3.1 Top Defacers (TLDs)
Table 1 shows Top Defacers (TLD) wise in March 2011
B . Mumber of - -
' S.No Altacker Mame ;
. websites |
i HEXBO0TIR 301
2| TeaMpbisatd L3
Sl msterk a7
. _5_ skarpitx : 14
8 sman 13
% ZLomipany Hacking Crow =t
___:!:1:____ bliisrien b
b \hackedbyWs | . 3| -
10| Team piasTa : &
) T_::'IL:ée 10 Toe Delacais LD wizs \ |
3.2 Top Defacers (ccTLDs) }
Tabla 4 shows Top-Defacers (ccTLD) wise in Marcn 2011
| = | Nomber of |
No|. Attacker Mame i
% I BE Ham websites | |
|
| hexsootan I 205
2| 1923Turk |l - =
3| Teamnbison : 5
2 | = 1 TR |
|_Ef__ Pskaroits o 23
| i |
[ 5 LCompaiy hicking crow - g
| =
. f Technical &
8 |nwoceNTHACKER | 1
9 | DeltahackingSecurityTEAM | 5
BRI S g .

Tabie 2 Top Defacers coTLD wise
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3.3 Delails of Mass Defaced IPs during March 2011

s | | isp
1 | [EFTS
No. 1 15 Hame Defacer 035 | WebSoerver Lacatian ‘
e | [T Sites
1 J16.151.174.22 | CYBERCON HEXBOOTIR Lirus Apachs CA 503
= R S = 1
TURHEL Y- = ]
2 | 1732336599 ZE;E:H;T' Teahiplisah Linux | #Apache U i 145 )
- THEPLAMET: ) .
| a 174.122.92 189 5 ! 1922 Turly Linug | Apache Ls ]

4, Defacement by Networks

4.8 Mozt Targaled Natworles

lable 2: Mazs Dehseerd 1P

It has been observad that masi (38Y%) of Indian websites defaced were hostad outsida
India

;UG G

#lortleprs

Fioure 5 Defacod website hosting country-wise

51%
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