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1. Introduction

This report summarizes Indign website defacements during February 2012
In all 2460 Indian websites were defaced dum ng the ..... nonth of February 2012

against 1425 defacements in January 2012.
2. Distribution of defaced domains

The defaced domains include:
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» Top level domains TLDY (.com, .pet. .crg, .edu .
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» Country code top level domaiz — ccTLDs (.co.in, .net.in, .gov.in, .org.in

.nic.n, .ac.in, .edu.in and .fes.in).
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Tigure 1t Distribution of Defaced Domeins (TLDs)
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Figure 2: Distriblution of Defaced Demains (ccTLDs)
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In the month of February 2012 a total of

defaced. Out of these 52% websites were on

d domainz

2460 Indian websites were
in domain and 41.5% websites .

were on .com domain. Figure 3 shows the percentage dlotl‘lbuﬂon of defaceac

site in top level domains (TLDJ

b1ome 3 % Dhtmbutwn of DeFaLed Domams (TLDS)

figure 4 ho WS percentage chstnbutmn of .in

.gov.in domains.
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of the 1283 defaced websites, 64% were in .inj dom

Figure 4: % Distribution of Defaced Domains (ccTLDs)
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3. Haclkzar wise Defacements
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3.1 Top Defacers (TLDs)
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EnT-In Defacements Su
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Multiple Vulnerabilities in Microscit groducts | Window
2003 & Windows Vista | L,I{D 2010-00p4)
Apache Tomcat HTTP DIGEST Authentication Vulnerability (CIVIN-

2011-0169)
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Suggested Countermeasures

Apply appropriate updates/patches at the OS and application level
regularly.
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Validate and sanitize all user innut, and oresent error messazes that
L s dlpeapn et R At S e ey
reveal little or no useful information td the user to prevent SQL

_injaction attacks.

finable and maintain logs of diffepent de"1cr=s and servers and
- maintain the same for all the lavels. G als

~ Conduct auditing Fo* web application § configuration setiings of web
server periochcc gt 4 i okt

Pellodlcallv chccif the web server chrec tories for any
malicious/unk known web shell files and remove as and when notwcod

Use an application firewall to contwk 1*1put outp ut, and/or access to
the web aophcatlon :

Tnstall a good antivirus and keep it upglated and running.
The followingf»CERT{{n sccuri’ty guidelines may be referred :

“ ‘Veo uerver uecurlty uulc\ehne
htto Slswww .cert:

LMVIEW02&refaode=Cuid

in, org in/s2cMainServlet? pace1d rUIU
CI1SG-2004-04
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+Securing IIS / 7.0 Web S rver Guidelines
hibnffosvrse, _
1n.0rg. m/o reMainServlet?pageid=GUIDLINYIEW02&ralcode=CGuides
CISGu-2010-01
> Guidelines for Auditing and Logging

httpJ//www.cert-
in.ore.in/32ch ainServiet?pagsid=GUIDILNVIEW02 &refeods=Guidaline
CISG-2008-01




